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Decision/action requested

This pCR proposes new use case for TR 33.794: Study on enablers for Zero Trust Security.
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Rationale
Public vulnerabilities, often catalogued under Common Vulnerabilities and Exposures (CVE), present significant risks to network architectures, particularly in complex environments like the 5G Service Based Architecture (SBA). These vulnerabilities, if left unaddressed, can lead to breaches that compromise sensitive data across numerous network functions (NFs) that operate within this architecture. The diverse interaction of NFs through defined application programming interfaces (APIs) in 5G SBA enhances functionality but also increases the potential attack surface. 

The existing security mechanisms, which primarily rely on traditional Authentication and Authorization for access control, are increasingly inadequate against the rapidly evolving threat landscape. This necessitates an overlay of Zero Trust principles to bolster security. In the context of Zero Trust, it is not enough to simply secure the network against known vulnerabilities. The framework demands continuous verification of all entities within the network, emphasizing the need for identity and context-aware security measures that can adapt in real-time to the threats. This approach involves deploying advanced security technologies that dynamically adjust access controls and policies based on a real-time assessment of user behavior, device security posture, and other context-based factors.

Implementing Zero Trust in 5G SBA requires the deployment of advanced security technologies that can dynamically adjust access controls and policies. These adjustments are based on real-time assessments of user behavior, device security posture, and other context-based factors for access control. This approach shifts the security paradigm from one that is static and perimeter-based to one that is fluid, continuous, and centered on data integrity and protection. Moreover, the focus must also shift to individual Network Functions within the SBA, ensuring that each security decision is informed by comprehensive data, including anomaly detection and threat intelligence. This holistic view enables more effective monitoring and management of security risks associated with CVEs in a 5G environment.

To support the detection of vulnerabilities, adequate monitor to CVE is necessary. The information derived from this data includes the identity of the data source (with unique identifiers to pinpoint systems, devices, components, or virtual functions generating the logs), time, relevant activities, and events at various layers such as the application and network layers, including details on operations, network access, and security configurations.

4
Conclusion and Proposal
********************** Start of 1st Change ****************************

5.1.C Use case #C: Common Vulnerabilities and Exposures (CVE) attacks
5.1.C.1 Description

Public vulnerabilities, catalogued as Common Vulnerabilities and Exposures (CVE), pose serious risks to complex networks like the 5G Service Based Architecture (SBA). These vulnerabilities increase the potential attack surface due to the diverse interaction of Network Functions (NFs) through APIs. Traditional security measures, relying on Authentication and Authorization, are insufficient against evolving threats, necessitating the adoption of Zero Trust principles. Zero Trust demands continuous verification of all network entities and the implementation of identity and context-aware security measures that adapt in real-time. This involves using advanced security technologies to dynamically adjust access controls and policies based on assessments of user behavior, device security posture, and other factors. The shift to a more fluid and continuous security paradigm focuses on protecting data integrity and involves comprehensive data-driven decision-making, including anomaly detection and threat intelligence, to effectively monitor and manage CVE-related risks in the 5G environment.
5.1.C.2 Relevant data

The data to be exposed includes:

· Version of NFs
· Authentication Log
· Supported communication protocols
· Authentication methods
· Change log for updated
· Changes in digital certificate and validation
· Version of library
· Link information
· APIs invoked via the TLS connection
5.1.C.3 Evaluation of the identified data
********************** End of 1st Change ****************************

